IHOJIUTUKA OBPABOTKH U 3AIIUTHI IIEPCOHAJIBHBIX TAHHBIX

B 000 «/Iluamaur-JIeHT»

1. O01mme moJ1oKeHus

1.1. Hacrosmee Ilonoxenue ompenenser LEaW, 3aladyd U OCHOBHBIE MEPONPUATHS IO
obecrieueHni0 Oe3omacHOCTH TepcoHaNbHBIX HaHHBIX B OO0 «/luamant-JleHT» (mamee mo
TekcTy - OOIIeCTBO) OT HECAaHKLIMOHUPOBAHHOTO JOCTYIIa, HEIIPAaBOMEPHOT'O UX MCIOJB30BaHUs
WM YTPATHI.

1.2. Tlonoxenue pa3zpabOTaHO B COOTBETCTBHUU C JCHCTBYIOUIUM 3aKOHOJATEIHCTBOM
Poccuiickoit @enepanuu B 061acTH 3alIUThl IEPCOHABHBIX JAHHBIX:

1.2.1. ®enepanbhbiii 3aKkoH 0T 27.07.2006 N 152-03 "O nepcoHaibHbIX JaHHBIX".

1.2.2. TlocranoBnenus IIpaButenbcrBa Poccutickoit @eneparuu ot 15.09.2008 N 687 "O6
yrBepkaeHnn  [lomoskeHust 00  0coOeHHOCTSIX  00paOOTKM  MEpPCOHANBHBIX  JIaHHBIX,
OCYIIECTBIISIEMOM 0€3 UCIIOIb30BaHUSI CPEJICTB aBTOMAaTH3aIUuu".

1.2.3. TlocranoBnenus IIpaBurenbctBa Poccuiickoit ®enepanuu ot 01.11.2012 N 1119
"O6 yTBepkAeHUM TpeOOBaHMI K 3allUTE IEPCOHAJBHBIX MaHHBIX MpH UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANbHbBIX JaHHBIX .

1.2.4. HopmaTuBHBIE TOKYMEHTHI YTIOJTHOMOYEHHBIX OPTaHOB.

1.3. TlonoxeHnue sBIsSETCS OCHOBOW IUIsl pa3pabOTKHU JOKATbHBIX HOPMATHBHBIX aKTOB
O6miecTBa o obecneueHuto 6ezonacHocT [11H.

1.4. Hacrosimiee moOJOKEHHE PACTPOCTpaHsIETCs] Ha cOTpyAHUKOB OOIecTBa, BKIIOYAs
COTPYAHHUKOB, pabOTAIOIIUX MO JIOTOBOPY MOApsiAa, a TakKKe Ha COTPYJHHUKOB CTOPOHHHX
OpraHmu3anuii, B3auMoJeHCTBYIOIMX ¢ OOIIeCTBOM HAa OCHOBAaHUU COOTBETCTBYIOIIUX
HOPMATUBHBIX, MPABOBBIX U OPraHU3AIMOHHO-PACIOPAIUTENBHBIX JOKYMEHTOB, (PHU3UYECKHX

JINI, HAXOAAIHUXCA B I'PAXKIAHCKO-IIPABOBbIX OTHOIICHUAX C O6III€CTBOM.

2. TepMUHBI M NPUHATHIC COKPALLICHUS
Ilepconanbubie nanuble (IIJ) - mo6as uHbopmanus, OTHOCSIIASCS K NPSAMO WIH
KOCBEHHO ONPEJECICHHOMY WM ONpeensieMoMy (puzndeckoMy JUIy (CyOBEKTY MepcOHaIbHBIX
JTAHHBIX ).
O0padoTKa MepcoHANBHBIX JAHHBIX - JII000E JeHCTBUE (Omepalys) WX COBOKYITHOCTh
neiicTBuil (omeparuii), coBeplIaeMbIX C HCIOJb30BAHUEM CPEACTB aBTOMATH3alMM WM 0e3

HCIIOJIb30BAHUA TaKUX CpCACTB C IMCPCOHAJIBHBIMU JaHHBIMH, BKJIHOYasd C60p, 3all1Chb,



CUCTEMAaTH3allNI0, HAKOIJIEHUE, XpaHeHHe, YTOUHeHne (0OHOBJIEHHE, U3MEHEHNUE), U3BJICUEHHE,
UCIIONIb30BaHUe, Tepenady (pacmpocTpaHeHUe, NpPeaoCTaBIeHHE, IOCTYM), OO0e3THYMBaHUE,
0JIOKMpOBaHKE, YAAJICHUE, YHUUYTOKEHUE IEPCOHANIbHBIX JIaHHBIX.

OmnepaTop NepPCOHAIBHBIX [JaHHBIX (OmepaTop) - TOCYAapCTBCHHBIM  Opra,
MYHUIIMINIATIBHBIA OpraH, IOpUINYecKoe U (PU3UYECKOE JIUI0, CAMOCTOSITENIbHO MIIKM COBMECTHO
C JpYrUMH JIMIaMH OpPTaHM3YIOIIKME M (WJIM) OCYLIECTBISIOMUE 00paboTKy MepCOHAIBHBIX
JaHHBIX, a TaK¥XC OIpPCACIIAIOIHNe ICIn O6pa6OTKI/I NEpCOHAJIBHBIX OAHHBIX, COCTAaB
NEPCOHAIBHBIX JIaHHBIX, MOJUIeKAMX 00paboTke, AeHCTBUs (Omepaluu), COBEpIIaeMble C
MEPCOHAIBHBIMU TaHHBIMH.

ABTOMATH3HPOBAaHHASI 00Pa0OTKA MEPCOHATBHBIX JIAHHBIX - 00pa00TKa MEPCOHATBHBIX
JaHHBIX C ITIOMOIIBIO CPEACTB BBEIYUCJIUTEILHON TEXHUKH.

HNupopmanuonnass cucrema mnepcoHadbHbIX AaHHbIX (MCIIA) - COBOKymHOCTh
colepkanxca B 0a3ax JaHHBIX MEPCOHANBHBIX JaHHBIX U OOECHEeYMBAIOIIMX MX 00paboTKy
I/IH(l)OpMaLII/IOHHI)IX TEXHOJIOTHH U TEXHUYECKUX CpCACTB.

IlepconajibHble JaHHBIE, pa3pelleHHbIe CYy0bEeKTOM MEPCOHAJbHBIX JAAHHBIX Js
pacnpocTpaHeHusl, - IEPCOHATbHBIC IaHHBIE, JOCTYIl HEOTPAaHUYCHHOIO KPyra JIMIl K KOTOPBbIM
MPEeIOCTaBleH CyOBEKTOM TEPCOHANBHBIX JaHHBIX MyTeM Jadd corjacusi Ha o00paboTKy
NEPCOHATBbHBIX JaHHBIX, Pa3pCIICHHBIX Cy6’b€KTOM NEpCOHAIBbHBIX JAaHHBIX JJIA
pacrpocTpaHeHUs B YCTAHOBIIEHHOM TIOPSIJIKE.

bioknpoBaHne NepCOHANBHBIX [aHHBIX - BPEMEHHOE TMpeKpalleHue oO0padoTKu
MEPCOHANBHBIX JaHHBIX (32 HCKIIOUEHUEM ClIydaeB, eciu o0paboTka HeoOxomuma maiis
YTOYHCHUA TCPCOHAJIBHBIX I[aHHI)IX).

YHUYTOKEHUE MePCOHAJBHBIX JAHHBIX - JICUCTBUS, B PE3yJbTaTe KOTOPHIX CTAHOBHUTCS
HEBO3MOXKHBIM BOCCTAaHOBUTH COJEpXKaHHE TMEPCOHANBHBIX JaHHBIX B HWHGOPMAIMOHHON
CUCTEME MEePCOHANBHBIX TaHHBIX U (UJIM) B PE3yJbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepUalbHbIE

HOCHUTCIIN NICPCOHAIBHBIX JaHHBIX.

3. O0padoTKa NepCOHANBHBIX JaHHbBIX

3.1. [lonmyuenne I1/1.

3.1.1. Bece IIJI cnemyer momydaTh oT camoro cyobekrta. Ecnm IIJ] cyOmekTa MOXXHO
MOJIYYHUTh TOJIBKO Y TpeThel cTOpoHBI, To CyOBeKT MODKEH OBITh YBEJOMIIEH 00 STOM WM OT
HET0 JOJDKHO OBITh MOJYYEHO COTJIacHe.

3.1.2. Onepatop aomkeH cooOmuTh CyObeKTy O IeNsix, MpearnojaraéMblX UCTOUYHUKAX H

cnocobax mnosyuenust [1/1, nepeune neiictBuit ¢ I1/l, cpoke, B TeueHHE KOTOPOTO AEHCTBYET



corjacue u MOpsAKE €ro OT3bIBa, a TaKKe O MocieACcTBUsIX oTka3za CyObekTa AaTh MUCbMEHHOE
corjlacue Ha uX MoJy4YeHue.

3.1.3. HoxymenTsl, coaepxkamrue [1/1 coznarorcs myrem:

- KOIMPOBAaHMS OpPUTHMHAJIOB JOKYMEHTOB (IacmopT, IJOKYMEHT o0 oOpa3oBaHHH,
ceunerensctBo MHH, neHcnonHOE CBUACTENBCTBO U IP.);

- BHECEHUS CBEJICHUI B yUETHBIC (DOPMBEI;

- TIONyY€HUs] OPUTHHAIOB HEOOXOIMMBIX JOKYMEHTOB (TPyHOBas KHUXKKA, MEIUITTHCKOE
3aKIJIIOUEHUE, XapaKTepUCTHKA U JIp.).

3.2. O6pabotka I1/1.

3.2.1. O6paboTKa nepCOHANBHBIX JAHHBIX OCYIICCTBIISCTCS:

- C cornacus cyObeKTa epcoHaIbHBIX TaHHBIX HAa 00pab0TKy ero MepCoOHANbHBIX JaHHBIX;

- B cnyyasx, korna oOpaboTKa MepCOHANBHBIX JAaHHBIX HEOOXOIMMa ISl OCYIIECTBICHUS
U BBINIOJIHEHUS BO3JIOKEHHBIX 3aKoHoJaTenbcTBOM Poccuiickoit ®@enepanuu  QyHKIUH,
MIOJIHOMOYMH U 00s13aHHOCTEH.

3.2.2 llenu o6padoTku T1/1:

- Ocy1ecTBiIeHHE TPYJOBBIX OTHOIICHUH;

- Ocy1ecTBIeHHE IPAXKAAHCKO-TIPABOBBIX OTHOILICHUH.

3.2.3. Kareropuu cy0ObeKTOB MEPCOHAIBHBIX JTAHHBIX:

- (usnueckue nuIA, COCTOANIME B TPYAOBBIX B3auMooTHouieHusix ¢ OO0 «/luamant-
JleHT;

- (puzmveckue TuIa - MAIMEHTHl U UX 3aKOHHBIC IPECTABUTEINN;

- (pusmyeckue auIa - TPaKTUKAHTHI/CTaXKEPHI.

3.2.4. I11, o6pabarpiBaembie OOIIECTBOM:

- JlaHHBIE Oy4YEeHHBIE TPU OCYIIECTBICHUHU TPYAOBBIX OTHOLIECHUH;

- JlaHHBIE OJTy4YEeHHbIE TPU OCYIIECTBICHUH I'PAXkKIAHCKO-TIPABOBBIX OTHOLIEHUH.

[Tonuei cnucok IIJ] mpencraBnen B Ilepeune IIJI, yTBepKAEHHOM pPYKOBOAMUTEIEM
O6ecTBa.

3.2.5. OO6pabGoTka TepCOHANBHBIX JAHHBIX BEAECTCA C UCIOJIb30BAHUEM CPEJICTB
ABTOMATU3AIIHH.

3.3. Xpauenue I1]1.

3.3.1. TIJI CyObexkToB MOTryT OBITh MOJY4YEHbI, MPOXOAUTH NAIbHEUIIYI0 00pabOTKy U
nepeaaBaThCsl Ha XpaHeHHEe Kak Ha OyMa)KHBIX HOCUTEINSX, TaK M B DJICKTPOHHOM BHJIE.

3.3.2. IIJ, 3adukcupoBaHHble Ha OYMaXHBIX HOCHUTEISX XPAHATCS B CIEUUATBHBIX

nikagax.



3.3.3. IIJ] Cy0OwekToB, oOpabaTbiBaeMble C HCIIOJIB30BAHHEM CPEJICTB aBTOMATH3AIlMH B
pa3HBIX LEJIAX, XPAHITCA B Pa3HBIX Nankax (BKJIaAKax).

3.3.4. He pomyckaercs XpaHEHHE M pa3MeElIeHUE JOKYMEHTOB, coaepxkamux [1/], B
OTKPBITHIX JIEKTPOHHBIX Katajorax (¢aiinooomennukax) B UCII/.

3.3.5. Xpanenue I1]] B hopme, mo3Bossronieit onpenenuts cyonekra [1]1, ocymecTisercs
HE JIOJIbIIE, Y€M JTOr0 TPEOYIOT Lear HUX OOpabOTKM M OHHM TMOMJICKAT YHUYTOXKEHHIO II0
JOCTHKEHUH Liesiel 00pabOTKU WK B ClIydae yTpaTbl HEOOXOJMMOCTH B X JOCTHKCHHH.

3.4. Yanuroxenue I1]]

3.4.1. YHUUTOXXECHHE NTOKYMEHTOB (HOCHTENeH), coaepxkamux [1J[ mpousBomutcs myrem
COXOKEeHUS, IpoOIieHusl (M3MEIbYCHHUS) C IPUMEHEHUEM HIpeiepa.

3.4.2. IIJI Ha DJIEKTPOHHBIX HOCHUTENSX YHUYTOXKAKOTCS IIyTEM CTHpPAHUS WIH
dbopMaTupoOBaHUs HOCUTEJIS.

3.5. Ilepenaya I1/1.

3.5.1. OGmiectBo nmopy4yaet 006padotky [1J] TpeThuM nHIIaM B CIEYIOMIUX CIIydasix:

- CyOBeKT BBIpa3mJI CBOE COTJIacue Ha TaKUe JICHCTBUS;

- [lepenava mpenycMoTpeHa POCCUNCKUM HIIM MHBIM MPUMEHUMBIM 3aKOHOAATEILCTBOM B
paMKax yCTaHOBJICHHOW 3aKOHOAATEIbCTBOM MPOLEIYPHI.

3.5.2. Ilepeuens aun, kotopbiM nepenatores [1/1.

Tperbu nna, koropsiM nepenarorcs I1/1:

- Coumnanbueii Gonn P® (panee Ilencuonnwiii gonn P®D) st yuera (Ha 3aKOHHBIX
OCHOBaHUSIX);

- Hanorossle opransl PO (Ha 3aKOHHBIX OCHOBaHUSX );

- banku nyst Haurcienust 3apaboTHOM TUIATHI (HA OCHOBAHUU JIOTOBOPA);

- FOCYI[apCTBeHHBIC Cy,He6HBIe 1 TPaBOOXPAHUTCIIbHBIC OPIraHbI.

4. 3ammTa nepcoHAJBLHBIX JAHHBIX

4.1. B cooTBeTcTBUM C TpeOOBAaHUSIMH HOPMATHUBHBIX JOKYMEHTOB B OOIIECTBE cO3/1aHa
cuctema 3amuThl TepcoHanbHbIX AaHHBIX (C3IIM[), cocTosimias W3 TOJICHUCTEM MPaBOBOM,
OpPTaHHU3AIMOHHON U TEXHUYECKOH 3aIHTHI.

4.2. TloacucTtemMa TmpaBOBOM 3alIMTHl TPEIACTABISET COOOW KOMIUIEKC MPABOBBIX,
OpPTaHU3AIMOHHO-PACTIOPSAIUTEIPHBIX W HOPMAaTHUBHBIX  JIOKYMEHTOB, OOECIEYMBAOIINX
co3manue, GyHKIIMOHUpOBaHUE U coBepiieHcTBoBanue C3IT/I.

4.3. TloncucremMa OpraHU3aIMOHHON 3aIIUTHI BKIIOYAET B c€0s OPraHU3aIUI0 CTPYKTYPHI

yopasineauss C3II[I, paspemmuTensbHOM CHUCTEMBI, 3alIUThl WHQOpManMu Tpu pabore ¢



COTpYIHUKAMHU, TMAapTHEpaMU M CTOPOHHHUMH JIMIAMH, 3alIUThl HHQOPMALMH B OTKPHITON
neyaTH, MyOoJIMKaTOPCKOW U PEKIIaMHOM IS TebHOCTH, aHATUTHYECKONW PaOOTHI.

4.4. IlogcucreMa TEXHMYCCKON 3alllUTHl BKIIOYACT B CE0S KOMIUICKC TEXHHYCCKHX,
POrPaMMHBIX, IPOTPaMMHO-aNIapaTHBIX CPEJCTB, oOecrneunBaromux 3amuty [1/1.

4.5. OcHoBHBIMU Mepamu 3amuThl 11/, ncronp3yembiMu OO11eCTBOM, SBIISTFOTCSI:

4.5.1. Ha3znauenue nmua OTBETCTBEHHOro 3a oOpabortky IIJI, xoropoe ocymiecTBiser
opranuzamuio o6paborku I[1/I, oOydeHne u WHCTPYKTaX, BHYTPCHHHUH KOHTpPOJIb 3a
cobmonennem OO1IECTBOM U ero paboTHUKamMu TpeOoBaHui K 3amute [1]1;

4.5.2. Onpenenenue akTyaabHbIX yrpo3 6e3omacHoctu I1/] mpu ux o6padotke B UCII/I, u
pa3paboTka Mep u MeponpuaTuii o 3ammure 11J1;

4.5.3. PazpaboTka JIOKQIbHBIX HOPMATHBHBIX AaKTOB B OTHOLICHHH 0OpabOTKH
MEPCOHAIBHBIX JTaHHBIX;

4.5.4. YcranoBnenue mnpaBuin goctyna k IIJI, oOpabateiBaembim B MCII/, a Takxke
obecrieueHus perucTpalvu 1 yueTa Bcex nencTBuii, copepiiaemsix ¢ [1/] 8 UCII/;

4.5.5. VYcraHOBi€HME UWHAMBUAYAJIbHbIX @ApoJied  JOCTyNa COTPYJHUKOB B
MH(OPMALIMOHHYIO CUCTEMY B COOTBETCTBUU C UX JIOJKHOCTHBIM O0S3aHHOCTSIMH;

4.5.6. llpuMeHeHue TMpPOUIEANINX B YCTAHOBJICHHOM TMOPSAKE TMPOLEAYpPY OLECHKU
COOTBETCTBUS CPECTB 3aIIUThI MH(POpMAaLIHH;

4.5.7. CeprudunupoBaHHOE aHTUBHUPYCHOE IPOTPAaMMHOE OOECIICUYCHHE C PEryJspHO
0OHOBIIsIEMBIMH 0a3amu;

4.5.8. CeprudpunupoBaHHOE MPOrpPaMMHOE CpPEACTBO 3allUThl HH(pOpPMALMU  OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

4.5.9. CepTdunupoBaHHbIe MEKCETEBOM IKPAH U CPEJICTBO OOHAPYKEHUS BTOPKEHHUS;

4.5.10. ColGmonatorcst ycnoBus, obecneunBaronie coxpaHHocTh [1Jl u uckitovaromye
HECAaHKI[MOHUPOBAHHBIA K HUM JIOCTYII;

4.5.11. OOGnapyxeHue (akTOB HECAaHKIMOHMPOBAHHOIO JIOCTyNAa K HEPCOHAIbHBIM
JAHHBIM U TIPUHATHS MED;

4.5.12. BoccranoBnenue IIJI, mMoauduUIMpOBaHHBIX MM YHUUYTOXKEHHBIX BCIIEICTBHUE
HECaHKLIMOHMPOBAHHOTO JJOCTYIA K HUM;

4.5.13. OOyuenue paboTHuKOB OOmIecTBa, HEMOCPEACTBEHHO OCYIIECTBIISIOMINX
00paboTKy TMepCOHANBHBIX JAaHHBIX, B paMKax TpeOOBaHHWI 3aKOHOJATENhCTBA Poccuiickoi
@denepaniii B YacTH 3alUMTHl TNEPCOHAIBHBIX JIaHHBIX, B TOM YHCIE JOKYMEHTaM,
OTpeNeNAIMUMHI ONUTHUKY OOIecTBa B OTHOIIEHUH OOpabOTKH MEpCOHANBHBIX JIaHHBIX,
JIOKQJIbHBIM HOPMATUBHBIM aKTaM 110 BOIpocaM 00pabOTKH MEePCOHATbHBIX TaHHBIX;

4.5.14. OcyuiecTBieHue BHYTPEHHETO KOHTPOJIS U ayAUTA.



5. OcHoBHBbIe TpaBa cy0ObexTa I1/] n 00s13aHHOCTH onepaTopa

5.1. OcHoBHble npaBa cyonsekra I1/1;

5.1.1 CyObeKkT nepcoHalbHBIX JAHHBIX UMEET MpaBo TPeOOBaTh OT ONEpaTopa YyTOUHEHUS
€ro IMepCOHAJbHBIX JaHHBIX, HMX OJOKHUPOBAaHUS WM YHUYTOXKEHUS B cllydae, eciH
NIEPCOHAIbHBIE JIaHHBIE SBIIAIOTCS HENOJHBIMHM, YCTapEBIIMMH, HETOYHBIMHM, HE3aKOHHO
MOJyYCHHBIMU HWJIM HE SIBIISIIOTCS HEOOXOIMMBIMH JJIS 3asiBICHHOW LeIH 00pabOTKH, a Takke
MPUHUMATD MIPELyCMOTPEHHBIE 3aKOHOM MEpBHI IO 3aIUTE CBOUX IMPAaB.

5.1.2. CyOBeKT NEepCOHAIbHBIX JIaHHBIX HMMEET IPaBO Ha TIOJyYCHHE HH(POPMAIIHH,
Kacaromeics: 00paboTKH ero NepCOHANIbHBIX JAHHBIX, B TOM YHCJIE COJIEpIKAILCH:

1) moarBepxaeHne akta 0OpabOTKH MEPCOHATBHBIX JAaHHBIX OIIEPATOPOM;

2) mpaBOBbIE OCHOBAHUS U 1I€TTH 00paOOTKH MEPCOHATBHBIX IaHHBIX;

3) 1enu u npuMeHsieMbI€ OIIEPaTOPOM CIIOCOOBI 00PaOOTKH MEPCOHATBHBIX TAHHBIX;

4) MOpSAOK OCYIIECTBICHUS CyOBEKTOM MEPCOHAIBHBIX JTaHHBIX MPaB, MPEIyCMOTPEHHBIX
HacToAuM DeepanbHbIM 3aKOHOM;

5) UHbBIE CBElIEHUs, IPEAYCMOTPEHHbIE HacTOSIUM DeepalbHbIM 3aKOHOM WA APYTUMU
benepanbHBIMU 3aKOHAMH.

5.2. O6s3annocTH Oneparopa:

Omneparop 00s3aH:

- IIpu cOope mepcoHaNbHBIX JTaHHBIX MPEIOCTaBUTh CYObEKTY MEPCOHAIBHBIX JTAHHBIX IO
ero npockde nHpopmanuio o nosydyeHHbIx I1/1;

- B ciyuyae ortka3za cyowekta [IJI B mpemoctaBieHuu IIJ[ cyOBekTy pa3bsiCHSIOTCS
IOPUAMYECKHE TOCIEACTBHSI TAKOTO 0TKa3a;

- OIyOJIMKOBATh WM UHBIM 00pa3oM 00ecreunTh HEOTPAaHWYEHHBIH JTOCTYI K JTOKYMEHTY,
OTIpeNIeNAIONIEMY ero MOJUTHKY B OTHOIIEHUH o0pabGotku I1[l, Kk cBeleHHsIM O peaanu3yeMbIX
TpeboBanusx K 3ammure [1]1;

- NpPUHUMAaTh HEOOXOJUMbIE IPABOBBIC, OPraHU3AIMOHHBIE M TEXHUYECKHUE MEpPHI WU
oOecrieunBaTh WX NMpHUHATHE A7 3amuThl [1/[ OT HempaBoOMepHOro WM CiydyaifHOro JAOCTymHa K
HUM, YHUYTOXEHHS, HU3MEHEHMs, OJIOKHMPOBAaHMS,  KOMHMPOBAHUS,  MPEIAOCTABICHMUS,

pacnipoctpanenus [1/] a Takke OT HHBIX HEMPABOMEPHBIX A€UCTBUM B OTHOIIEHUU [1/].



